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1. Statement of Purpose

Swallow Grange Alternative Provision is committed to protecting the privacy,
confidentiality and security of all personal information entrusted to us.

As a specialist provision supporting children aged 4-11 with Special Educational
Needs and Disabilities (SEND) and Social, Emotional and Mental Health (SEMH)
needs, we recognise that we process significant amounts of sensitive personal
information and have aresponsibility to manage that information lawfully, fairly and
securely.

This policy explains how Swallow Grange meetsits obligations under the UK
General Data Protection Regulation (UK GDPR), the Data Protection Act 2018 and
otherrelevant legislation.



2. Legal Framework
This policy has been developed with reference to:

. UKGeneralDataProtection Regulation (UK GDPR)
. DataProtectionAct2018

. FreedomofInformationAct2000

. HumanRightsAct1998

. Keeping Children Safe in Education (KCSIE)

. EducationAct2002

. Equality Act2010

. |CO Guidance for Education Providers

3. Scope
This policy applies to:

. Pupils

. Parentsandcarers

. Employees

. Volunteers

. Governors

. Contractors

. Visitors

. Third-party processors

It covers all personal information processed in paper, electronic, photographic,
audio orverbal formats.

4. DataProtection Principles
Swallow Grange will ensure personal informationis:

. Processedlawfully, fairly and transparently.

. Collectedforspecified, legitimate purposes.

. Adequate,relevant andlimited to whatis necessary.
. Accurate andkeptuptodate.

. Retainedonlyforaslongasnecessary.



. Processedsecurely.
. Managedinawaythat demonstrates accountability.

5. Roles and Responsibilities
Proprietor

The Proprietor Body has overall responsibility for ensuring compliance with data
protectionlegislation.

Head of Provision
The Head of Provision will:

. overseeimplementation of this policy;

. ensure staffreceive appropriate training;
. Mmonitorcompliance;

. reportsignificant breaches.

Data Protection Officer (DPO)
The Data Protection Officer will:

. advisethe provisionon GDPRcompliance;

. Monitordataprotectionarrangements;

. SupportSubject Access Requests;

. adviseonDataProtectionImpact Assessments;

. liaise withtheInformation Commissioner's Office (ICO).

All Staff
Every member of staff isresponsible for:

. protecting confidentialinformation;

. followingschoolprocedures;

. reportingdatabreachesimmediately;
. completing mandatory training.



6. Personal Data We Process

Swallow Grange processes informationrelating to:
Pupils

Including:

. personaldetails;

. attendance;

. assessmentinformation;

. EHCPs;

. Safeguardingrecords;

. SENDrecords;

. behaviourrecords;

. Mmedicalinformation;

. Pphotographs(where appropriate).

Parents and Carers
Including:

. contactdetails;

. emergency contacts;

. Ccommunicationrecords;

. financialinformationwhere applicable.

Staff
Including:

. employmentrecords;
. payroll;

. DBSinformation;

. Qualifications;

. appraisalrecords;

. Sicknessrecords;

. pensioninformation.



7. Lawful Bases for Processing

We process personal information under one or more of the following lawful bases:

. PublicTask
. LegalObligation
. Contract

. VitalInterests
. Legitimatelnterests
. Consent(whererequired)

Special Category Data will only be processed where an additional lawful condition
under Article 9 UK GDPR applies.

8. How We Collect Information
Information may be collected through:

. admissions documentation;

. employment processes;

. LocalAuthority referrals;

. previouseducational settings;

. healthcare professionals;

. commissioning schools;

. day-to-dayeducational activities;
. safeqguardingreferrals;

. CCTVsystemswhereinstalled.

9. How We Use Personal Data
Personalinformationis usedto:

. €educate andsupport pupils;

. Safeguardchildren;

. Mmeetstatutory duties;

. Mmonitorattendance and progress;
. provide SEND provision;

. Ccommunicate with parents;

. Manage employment;



. administerpayroll;

. ensure healthand safety;

. Mmanage finances;

. complywithinspectionrequirements.

10. Information Sharing
Personal information may be shared where lawful and necessary with:

. LocalAuthorities

. DepartmentforEducation

. NHSservices

. CAMHS

. SocialCare

. Educational Psychologists

. SpeechandLlLanguage Therapists

. Ofsted
. Commissioning Schools
. Police

. Emergency Services
. Legaladvisers
. Approved software providers

Information will only be shared where there is a lawful basis and only the minimum
necessary information will be disclosed.

11. Information Security
Swallow Grange operates robust security measures including:

. Ppassword-protectedsystems;

. Securecloud-basedplatforms;

. encrypteddeviceswhere appropriate;
. lockedfiling cabinets;

. restrictedstaffaccess;

. Visitorcontrols;

. Ssecuredisposal of confidential waste;
. regularbackups;

. Cybersecurity protection.



We currently use secure education systems including CPOMS for safeguarding
records and Bromcom for managementinformation.

12. CCTV

Where CCTVisinstalled it will be operatedinaccordance with the school's CCTV
Policy.

Images will only be viewed by authorised personnel and retained for an appropriate
period.

13. Data Retention
Information will only be retained for as long as necessary.
Retention periods are determined by:

. Statutoryrequirements;

. |ICOguidance;

. Departmentfor Education guidance;
. Operationalneed.

Records will be securely destroyed when no longerrequired.

14. Individual Rights
Individuals have the right to:

. beinformed;

. accesstheirinformation;

. requestcorrectionofinaccurate information;
. requesterasure where appropriate;

. restrictprocessing;

. Objecttoprocessing;

. requestdataportability where applicable;

. challenge automated decision making.



Requests willnormally be responded to within one calendar month.

15. Subject Access Requests
Requests should be submitted to the Data Protection Officer.
Identity may be verified before informationis released.

The school willrespond within the statutory timescales unless an exemption
applies.

16. Data Breaches

Any suspected databreach must be reported immediately to the Head of Provision
or Data Protection Officer.

Where necessary the school will:

. investigateimmediately;

. assessrisk;

. hotify the ICO within72 hours where required;
. informaffectedindividuals where appropriate;
. implement measuresto preventrecurrence.

17. Staff Training
All staff receive mandatory training covering:

. GDPRprinciples;

. confidentiality;

. Cybersecurity;

. Ppasswordmanagement;

. recognisingdatabreaches;

. informationsharing;

. safeguarding confidentiality.

Refresher trainingis completed regularly.



18. Privacy Notices

Privacy Notices are provided to:

. parents;
. Ppupilswhere appropriate;
. Staff;

. Volunteers.
These explain:
. Whatinformationis collected;
. Whyitiscollected;
. howitisused;
. Whoitissharedwith;

. howlongitisretained;
. individualrights.

19. Complaints

Anyone concerned about the handling of personal information should contact the
Data Protection Officerin the firstinstance.

If they remain dissatisfied they may complainto the:
Information Commissioner's Office (ICO)

Website: www.ico.org.uk

Telephone: 03031231113

20. Monitoring and Review
This policy will be reviewed:

. annually;

. followingchangesinlegislation;

. followingICO guidance;

. followingany significant databreach.


http://www.ico.org.uk/

Compliance will be monitored through:

. internalaudits;

. Stafftrainingrecords;

. breachmonitoring;

. Qgovernoroversight where appropriate.

21. Linked Policies
This policy should be read alongside:

. PrivacyNotices

. DataRetentionSchedule

. Freedom ofInformationPolicy

. Safeguardingand Child Protection Policy
. Online Safety Policy

. Acceptable Use Policy

. Staff Code of Conduct

. CCTVPolicy

. RecordsManagement Policy
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